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The New York State Department of Financial Services (DFS) has outlined new requirements for the banks, 
insurance companies and other financial services institutions under their jurisdiction in response to the 
growing threat of cyberattacks. The new regulation sets a minimum standard for data protection; it requires 
these organizations conduct a thorough risk assessment and design a responsive security program. Minimally 
prescriptive in its approach it encourages organizations to keep pace with technological trends to preserve the 
security they establish with their programs.

New York is at the forefront in the United States with the most forward looking state-level regulation to date. 
When considering the European Union’s General Data Protection Regulation (GDPR) and Australia’s Privacy 
Amendment 2017, the trend toward more comprehensive, risk-based regulatory standards is clear and 
undeniable.

The new DFS policy addresses a broad array of topics from policy and governance issues to security methods. 
Such a wide breadth means that there is no single solution to this compliance challenge. However, deploying 
multi-factor authentication, encryption and key management can go a long way to making your organization 
compliant. Before we dig into the articles of the regulation, let’s revisit a few fundamentals about encryption, 
key management and multi-factor authentication.

Encryption and Key Management
Encryption technology uses an algorithm and a discrete 
secret – known as a key – to scramble data so that it is 
unreadable. Only individuals or processes with this key can 
transform the encrypted data into a readable state. Because 
encryption attaches security to the data itself, data remains 
completely secure wherever it travels (i.e. to customers, 
partners or cloud providers) as long as the key is secure.

Enterprise key managers usually accompany encryption to 
securely generate, store and monitor keys, and streamline 
on-going administration. Best practice dictates that 
organizations store keys in a separate location from where 
their encryption processes take place. The combination of 
encryption and the corresponding key management places 
organizations firmly in control of their data wherever it 
resides whether it be on-premises, in virtual machines or in 
the cloud. 
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Multi-factor Authentication 
In the digital world, an identity can be a superfluous thing. 
How does an organization know that an individual is who 
she claims to be? Usernames and passwords are a common 
method of verifying someone’s identity. However, how can 
an organization be sure that it is in fact the appropriate, 
authorized individual that is presenting the password? 
What if it were stolen? Organizations can increase their 
confidence in their identity verification process through 
the use of multi-factor authentication. In essence, they 
can require two (or more) pieces of information from the 
individual to ensure that critical passwords haven’t been 
stolen. Typically these additional pieces of information are; 
things that the individual has in their possession (e.g. a 
smartcard), things that they know (e.g. answers to a security 
question), or things that they are (e.g. a thumb print).

With the basic fundamentals in mind, let’s examine 
the part of the new DFS regulation where multi-factor 
authentication, encryption or key management can help 
address risk and compliance.
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Section 500.06  
Audit Trail 
(a) Each Covered Entity shall securely maintain systems 
that, to the extent applicable and based on its Risk 
Assessment:

(2) include audit trails designed to detect and respond to 
Cybersecurity Events that have a reasonable likelihood 
of materially harming any material part of the normal 
operations of the Covered Entity.

Solutions: 
Enterprise encryption key management appliances record 
all key usage and property changes in detailed logs. These 
logs serve as useful audit trails to show which users and 
processes are accessing data. In the absence of access 
controls, these logs show when privileged users overstep 
their bounds. Conversely, when proper controls minimize 
privileges and restrict data access, these logs serve as 
proof of the data’s security and the customers’ safety. 
When organizations adopt a centralized encryption key 
management strategy, they record all of this information in 
one, consolidated log to make demonstrating compliance 
significantly easier.

SafeNet’s Identity & Access Management solutions are 
feature-rich authentication platforms allowing organizations 
to implement a future-ready strong authentication 
strategy. Comprehensive reporting and compliance tools 
provide a single audit trail for the entire authentication 
ecosystem, including separation of duties and role-based 
authentication, reporting and auditing. 

500.07  
Access Privileges 
As part of its cybersecurity program, based on the Covered 
Entity’s Risk Assessment each Covered Entity shall limit 
user access privileges to Information Systems that provide 
access to Nonpublic Information and shall periodically 
review such access privileges.

Solution:
SafeNet encryption and its policy-based controls can 
restrict user access so that data is available only to specific 
authorized processes. Administrators can design their 
access policy and then use encryption to enforce their 
policy program. Additionally, organizations can enforce 
these policies flexibly so that separate processes/users 
using the same set of data can have different types of 
access according to what is necessary for their role. By 
default, encryption prevents users from using sensitive data 
without express authorization through the furnishing of an 
encryption key. 

For example, administrators can use a column-level 
encryption solution to choose which columns in a database 
should receive encryption with each column having different 
access rights. Accounts Receivable could have access 
to credit card numbers, while marketing could access 
e-mail addresses. All of this can happen without giving the 
database administrator cleartext access to any of this data. 
By using encryption, organizations are able to enforce user 

access policies in agreement with the DFS requirement 
while continuing to use their data effectively.

Gemalto’s Authentication solutions offer a complete set of 
provisioning rules and policy engines that cover privileged 
users and what level of security is needed for these roles.  
Certificate-based authentication allows IT administrators 
to assign permissions per group, so users only have access 
to the data they need. This limits unnecessary multiple 
instances of personal data held within the organization.  

Section 500.12  
Multi-Factor Authentication.
(a) Multi-Factor Authentication. Based on its Risk 
Assessment, each Covered Entity shall use effective 
controls, which may include Multi-Factor Authentication or 
Risk-Based Authentication, to protect against unauthorized 
access to Nonpublic Information or Information Systems.

Solution:
The SafeNet Identity and Access Management portfolio 
includes a broad range of multi-factor authentication 
methods and form factors that allow customers to address 
numerous use cases, assurance levels, and threat vectors. 
Supported authentication methods include context-based 
authentication combined with step-up capabilities, OOB, 
one-time password (OTP), and X.509 certificate-based 
solutions. All authentication methods are available in 
numerous form factors, including smart cards, USB tokens, 
software, mobile applications, and hardware tokens.

Section 500.13  
Limitations on Data Retention 
As part of its cybersecurity program, each Covered Entity 
shall include policies and procedures for the secure disposal 
on a periodic basis of any Nonpublic Information identified 
in section 500.01(g)(2)-(3) of this Part that is no longer 
necessary for business operations or for other legitimate 
business purposes of the Covered Entity, except where such 
information is otherwise required to be retained by law or 
regulation, or where targeted disposal is not reasonably 
feasible due to the manner in which the information is 
maintained.

Solution:
Deleting data from a system doesn’t necessarily guarantee 
that it becomes inaccessible or unusable. While it may not 
appear in registries or indexes, deleted data can still be 
readable on disk. So then, how can organizations securely 
dispose of their data? Encryption is an effective solution to 
this challenge. When the key to encrypted data is deleted, it 
is impossible to return or decrypt that data into a readable 
format – this is known as cryptographic erase. Once data 
has outlived its usefulness or physical infrastructure 
is retired or sent for maintenance, organizations can 
cryptographically erase their data to ensure their secure 
disposal requirements by deleting the encryption key 
associated with the encrypted data. 
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Section 500.15  
Encryption of Nonpublic Information
(a) As part of its cybersecurity program, based on its Risk 
Assessment, each Covered Entity shall implement controls, 
including encryption, to protect Nonpublic Information held 
or transmitted by the Covered Entity both in transit over 
external networks and at rest.

Solution:
Encryption and key management is unambiguously required 
for an organization’s personal data.

According to the DFS regulation, security measures 
should appropriately correspond to the risk identified in its 
assessment. The data shows that security breaches are 
becoming more common with their impacts becoming more 
severe. The data also demonstrates that traditional network 
security measures such as network firewalls and other 
perimeter protection are insufficient alone in protecting 
personal data.

Encryption addresses a wide range of data security 
challenges because it attaches protection directly to the 
data itself whether in motion or at rest. From malicious 
hackers to privileged insider risk, properly deployed 
encryption and key management is effective at keeping data 
safe from risks both known and unforeseen.

Section 500.17  
Notices to Superintendent 
(a) Notice of Cybersecurity Event. Each Covered Entity 
shall notify the superintendent as promptly as possible but 
in no event later than 72 hours from a determination that 
a Cybersecurity Event has occurred that is either of the 
following:

(2) Cybersecurity Events that have a reasonable likelihood 
of materially harming any material part of the normal 
operation(s) of the Covered Entity.

Solution:
DFS wants organizations to notify them promptly when a 
security breach occurs so they can notify customers and 
protect them from the fallout. However, if data is encrypted, 
organizations can readily demonstrate that the breach 
is unlikely to materially harm customers. Often it takes 
time before organizations become aware of a data breach. 
Encryption can help limit the effects of this damage even 
before the organization learns of the breach.

Gemalto’s SafeNet Solutions Address New York 
DFS Compliance
Fortunately, Gemalto’s portfolio of SafeNet encryption, key 
management, and multi-factor authentication solutions can 
help organizations meet their New York DFS obligations. 

SafeNet Data Protection Solutions 
Gemalto’s SafeNet data protection portfolio offers 
a comprehensive range of data protection and key 
management solutions to satisfy both an organization's, 
security and compliance obligations. SafeNet’s data 
protection solutions use the SafeNet KeySecure key 
management appliance to run cryptographic operations and 
ensure efficient centralized management for encryption 
deployments both on-premises and in the cloud. 

The following solutions comprise the SafeNet Data 
Protection Portfolio. 

SafeNet ProtectApp: Application-level Encryption
SafeNet ProtectApp encrypts data at the application level to 
secure personal data as it is created. It provides standard 
cryptographic operations as well as Format Preserving 
Encryption (FPE) and key management interfaces to protect 
both structured and unstructured data in any environment. 
Sample code and software development kits (SDKs) 
make it easy to incorporate SafeNet ProtectApp APIs into 
enterprise-grade applications.

SafeNet Tokenization: Application-level Tokenization
SafeNet Tokenization is an application-level solution that 
protects structured data in SQL databases by replacing it 
with a surrogate value of the same format or “token” without 
changing the database table or file layout. Its standard or 
customized formats let processes and applications continue 
to use data for operations and analysis. SafeNet Tokenization 
is available as both a vaulted and vaultless solution. 

SafeNet ProtectDB: Column-level Encryption
SafeNet ProtectDB delivers transparent column-level 
encryption of structured data in SQL databases to safeguard 
personal data. Strong policy-based access controls prevent 
database administrators from impersonating other users to 
gain access to sensitive data.

SafeNet ProtectFile: Transparent File Encryption
SafeNet ProtectFile provides transparent, automated file 
system-level encryption with policy based access controls 
for files, folders or network shares on file servers, virtual 
machines and in big data technologies. 

SafeNet ProtectV: Virtual Machine, Cloud Instance and 
Bare Metal Server Encryption
SafeNet ProtectV™ provides full disk encryption of bare 
metal servers, virtual machines and cloud instances. 
With ProtectV organisations can securely run sensitive 
workloads and migrate highly regulated data: Microsoft 
Azure, Microsoft Hyper-V, Amazon Web Services (AWS), AWS 
GovCloud, IBM Bluemix (formerly SoftLayer), or VMware 
vSphere.
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Contact Us: For all office locations and contact information, please visit safenet.gemalto.com/contact-us

Follow Us: blog.gemalto.com/security
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SafeNet High Speed Encryptors (HSE)
SafeNet HSE delivers certified high assurance, Layer 
2 network security at up to 100 Gbps, with optimized 
performance, minimal processing overhead and 
microsecond latency. SafeNet High Speed Encryptors 
can secure an organization’s most sensitive network 
transmissions, whether they’re transporting data over 
Ethernet across networks, between data centers, and into 
the cloud. In addition, these solutions are Common Criteria, 
the U.S. Government’s Federal Information Processing 
Standard (FIPS), and North Atlantic Treaty Organization 
(NATO) certified.

SafeNet KeySecure: Robust, Centralized Enterprise Key 
Management
SafeNet KeySecure is a FIPS 140-2 (level 1 or 3) validated 
encryption and key management appliance (available as 
a hardware or as a virtual appliance that streamlines 
encryption management across the enterprise. It integrates 
with the SafeNet Data Protection portfolio, native encryption 
(TDE) from database vendors, Linux Unified Key Setup 
(LUKS), and a broad portfolio of third-party partners via the 
Key Management Interoperability Protocol (KMIP) standard 
to eliminate silos within an organization. SafeNet KeySecure 
puts administrators in full control of their data to ensure 
that it is used only as authorized and is protected from a 
variety of threats both known and unforeseen. 

SafeNet Identity and Access Management
Offering the broadest range of authentication methods 
and form factors, SafeNet authentication solutions allow 
customers to address numerous use cases, assurance 
levels, and threat vectors with unified, centrally managed 
policies — managed from one authentication back-
end delivered in the cloud or on-premises. Supported 
authentication methods include context-based 
authentication combined with step-up capabilities, Out-of-
Band (OOB), one-time password (OTP), and X.509 certificate-
based solutions. All authentication methods are available in 
numerous form factors, including smart cards, certificate-
based USB tokens, software, mobile applications, and 
hardware tokens.
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Summary: SafeNet Solutions for New York 
Cybersecurity Regulation 23NYCRR 500

Section 500.06  
Audit Trail

 > SafeNet KeySecure
 > SafeNet Identity and Access 

Management solutions

Section 500.07  
Access Privileges 

 > SafeNet Data Protection 
Portfolio

 > SafeNet KeySecure
 > SafeNet Identity and Access 

Management solutions

Section 500.12  
Multi-Factor 
Authentication.

 > SafeNet Identity and Access 
Management solutions

Section 500.13  
Limitations on Data 
Retention 

 > SafeNet Data Protection 
Portfolio

 > SafeNet KeySecure

Section 500.15  
Encryption of Nonpublic 
Information

 > SafeNet Data Protection 
Portfolio

 > SafeNet KeySecure

Section 500.17  
Notices to Superintendent 

 > SafeNet Data Protection 
Portfolio

 > SafeNet KeySecure

Conclusion
Additional security and privacy requirements aren’t anything 
new for enterprise IT and security teams. However, with the 
advent of NY DFS, the imperatives and scrutiny surrounding 
the security of sensitive data will continue to expand. The 
IT and security organizations that take the steps outlined 
above, will be the ones that position their organizations to 
quickly and effectively adapt to new requirements when they 
take effect.

For more information visit https://safenet.gemalto.com

http://blog.gemalto.com/security
http://www.gemalto.com
https://safenet.gemalto.com

