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Executive summary

Banks around Europe are facing the challenge of implementing 

the revised Payment Services Directive (PSD2). As a leading  

provider of digital security solutions, Gemalto enables banks 

and financial institutions to meet the new challenges raised  

by PSD2. In particular, Gemalto helps financial organizations 

address PSD2 requirementsrelating to strong customer authen-

tication and risk management, and to the need to secure access 

to financial data and banking transactions.This document  

describes how the Ezio eBanking solutions help banks comply 

with PSD2 and European Banking Authority (EBA) guidelines.
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The Revised Payment Services 
Directive (PSD2)
The revised directive was published in the European Union's Official Journal on  
December 23, 2015. It came into force soon after, on January 12, 2016. It replaces 
the Payment Services Directive (PSD) of 2007.
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Key milestones
By January 13, 2018, all member states are expected to have implemented the PSD2
in national law. While PSD2 gives a broad framework, the European Banking Authority
(EBA) is responsible for translating this framework into specific technical requirements,
known as the Regulatory Technical Standards, to ensure that the objectives of PSD2
are met. At the time of this paper’s writing, the EBA is expected to release its draft
standards by January 13, 2017, after which an 18-month delay will start for operational
implementations. Banks are therefore expected to have implemented these
standards by July 2018.  
 
While the Regulatory Technical Standards for PSD2 are being finalized, the current
EBA guidelines are still valid, and serve as a reference for banks.

Transposition into national 
legisation (max 2 years) 
January 13, 2018

PSD2 entry into force 
January 12, 2016

EBA Technical Standards 
January 13, 2017

Implemention of technical 
standards by July 2018 
(max 18 months after RTS)

2017 20182016

Transposition Period

Technical Standards Adoption & Implementation
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Drivers for the change
A number of factors led the European Commission to create this new directive,  
which completes and improves the previous one. Here are some of the main 
drivers: 
 
The dramatic growth of internet fraud
The first directive on payment services (PSD) was enacted in 2007. Since then,  
the growth of online and mobile payments has come with a dramatic growth of 
internet fraud. 
 
The need for more competition
The European Commission wanted to promote increased competition, both  
by opening up the market to new players beyond traditional banks – e.g.  
Third Party Payment Service Providers (TPPs) (see below) –  and by enabling 
 new services in the areas of account access and payment initiation. 
 
Consumer protection
In PSD2, the European Commission also sought to continue its effort to  
increase consumer protection 
 
The new directive focuses mainly on security, transparency, and innovation. 
 Some of the major changes it introduces are listed below: 
 
>  PSD2 aims to enhance consumers’ rights, including reduced liability for  
 non-authorized payments and a no-questions-asked refund for direct debits  
 in euros. It also prohibits levying surcharges based on criteria such as the  
 means of payment used or whether the payment was made in a store or online. 
 
> PSD2‘s goal is to increase security to protect both consumers and 
 businesses Article 97 specifies the requirement for strong customer 
 authentication. PSD2 also introduces strict security requirements for 
 initiating and processing electronic payments. 
 
> PSD2 rules strive to foster innovation in the payment space. They seek to 
 encourage the creation of alternatives to existing internet payment methods, 
 and to allow for the use of all common types of devices (such as computers, 
 tablets and mobile phones) for carrying out different payment services (Recital 93).
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New players
The biggest impact of PSD2 on the banking and payment ecosystem is the 
recognition of Third Party Payment Service Providers (TPPs). These new players 
offer account access or aggregation, as well as payment initiation services. 
Previously, TPPs were outside the scope of regulation, which created problems for 
regulators and an uneven competition landscape at a pan-European level. So who 
are these new players? 
 
Payment Initiation Service Providers
PISPs initiate payment orders at the request of account holders, without handling 
their funds. PSD2 specifies that consumers have the right to use any PISP for their 
online payment accounts, even if there is no contractual arrangement between the 
PISP and their “account servicing payment service provider” (ASPSP) – i.e. the PSP 
that provides and maintains the consumer’s payment accounts. 
 
Account Information Services Providers (AISPs)
AISPs provide consolidated information on a user’s account and transactions, 
helping consumers track and analyze their financial data.  PSD2 gives users the 
right to choose and use such services regardless of any contractual arrangements 
between the AISP and the user’s “Account Servicing Payment Service Provider” 
(ASPSP).
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Requirements for banks in their  
role as ASPSPs
The European Banking Authority (EBA) has been tasked 
with specifying ”Regu latory Technical Standards” 
(RTS) for authentication (Article 98) that define how to 
implement the security obligations imposed on banks  
and ASPSPs. 
 
Grant PISPs and AISPs secure access to consumer 
accounts, prevent unauthorized payments and access to 
payment accounts, and ensure that third-party services 
can securely connect to their systems upon the request 
of the customer.  
 
Implement strong customer authentication, as set 
out in PSD2, when a consumer or business accesses 
payment accounts online, initiates an electronic payment 
transaction, or "carries out any action through a remote 
channel which may imply a risk of payment fraud or other 
abuses." These same provisions also apply to payments 
initiated through PISPs, or to requesting account 
information through an AISP. 
 
"Apply strong customer authentication that includes 
elements which dynamically link the transaction to 
a specific amount and a specific payee" which means 
transaction signing in the case of payment, or What-You-
See-Is-What-You-Sign capabilities.  The same obligations 
apply to payments done through PISPs.  
 
Ensure that PISPs and AISPs can fully rely on the strong 
authentication measures deployed by the banks in order 
to deliver their services. There is a general consensus 
within the European Banking Federation (EBF) that open 
standards can most probably address this requirement – 
for example, through the use of oAuth, SAML, JSON web 
services or Open ID Connect. However, EBA has yet to 
issue the regulatory technical standards. 
 
A separate PSD2 requirement (Article 36) requires 
ASPSPs to allow AISPs, PISPs and other ASPSPs access 
to payment account information on an “objective, non-
discriminatory and proportionate basis,” as long as they 
have the explicit consent of the consumer. Banks, in their 
role of ASPSPs, are to allow other ASPSPs, AISPs and 
PISPs to provide payment services “in an unhindered and 
efficient manner.”

Requirements for PISPs and AISPs
PSD2 also defines obligations for Payment Initiation 
Service Providers (e.g. Article 66) and Account Information 
Services Providers (e.g. Article 67). These are always 
under the payer’s explicit consent, essentially: 

>  To ensure transmission of the transactions  
 and user’s data through safe channels;

>  To ensure confidentiality of the user’s credentials  
 to other parties; 

> To identify itself to the account servicing payment 
 service provider of the payer and communicate with  
 the account servicing payment service provider, the 
 payer and the payee in a secure way;

> Not to modify the amount, the payee or any other  
 feature of the transaction. 
 
In another document, we shall indicate how PISPs and 
AISPs can comply with PSD2.
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Strong Customer Authentication
As we saw earlier, PSD2 requires banks to implement Strong Customer 
Authentication. This procedure is based on the use of two or more of  
the following elements:  

Knowledge: Something only the user knows, e.g. password, code, personal 
identification number;  

Ownership: Something only the user possesses, e.g. token, smart card,  
mobile handset; 

Inherence: Something the user is, e.g. biometric characteristic,  
such as a fingerprint. 
 
In addition, the elements selected must be mutually independent, which means 
that the breach of one should not compromise any of the others. The strong 
authentication procedure has to be designed in such a way as to protect the 
confidentiality of the authentication data. As EBA has yet to draft its Regulatory 
Technical Standards, which are expected in early 2017, 
 

 we have included current standards that apply to strong 
 authentication as defined in the EBA Guidelines:

at least one of the elements should be non-reusable and non-replicable (except  
for inherence), and not capable of being surreptitiously stolen via the internet. 
PSD2, Art.97 (2) also states:

"With regard to the initiation of electronic payment transactions […], Member States 
shall ensure that for electronic remote payment service providers apply strong 
customer authentication that includes elements which dynamically link  
the transaction to a specific amount and a specific payee”. 

Some exemptions to the requirement of strong authentication with dynamic linking 
for remote payment transactions are to be clarified in the RTS.  Based on the 
criteria for exemptions in Article 98 (3) however, it is important to note that dynamic 
linking capabilities are mandatory for risky transactions. 
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Summing up
Banks, and more generally all PSPs, including TPPs, will, according to their respective 
roles and responsibilities, have to take care of: 

> Strong customer authentication
> Their own authentication when communicating with each other
> Secure communications 
> Risk assessment

Beyond Strong Authentication
Besides its obligations on strong customer authentication and dynamic linking  
of transaction data, PSD2 also sets out key requirements on risk management. 
Here are a few examples:  
 
Recital 91 
“Payment service providers are responsible for security measures. Those measures need to 
be proportionate to the security risks concerned. Payment service providers should establish a 
framework to mitigate risks and maintain effective incident management procedures.” 
 

Recital 96

“The security measures should be compatible with the level of risk involved in the payment service. 
In order to allow the development of user-friendly and accessible means of payment for low-risk 
payments, such as low value contactless payments at the point of sale, whether or not they are 
based on mobile phone, the exemptions to the application of security requirements should be 
specified in regulatory technical standards.”

Article 95(1)

Member States shall ensure that payment service providers establish a framework with 
appropriate mitigation measures and control mechanisms to manage the operational and security 
risks, relating to the payment services they provide. As part of that framework, payment service 
providers shall establish and maintain effective incident management procedures, including for the 
detection and classification of major operational and security incidents. 
 

Article 98(2)

The draft regulatory technical standards […] shall be developed by EBA in order to ensure an 
appropriate level of security for payment service users and payment service providers, through  
the adoption of effective and risk-based requirements. 
 
Finally, PSD2 prescribes interoperability between all types of players in the market, to allow cross-
border services for all Europeans. It therefore introduces guidance on how financial institutions’ 
back-ends communicate through open APIs with any third party.
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Ezio solutions and PSD2 strong authentication  
and dynamic linking requirements
We have seen that PSD2 has a wide scope. In the following sections, we focus on 
the strong authentication requirements as set out in the EBA guidelines, and how 
they apply to eBanking.
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About Hardware-Based 
Solutions
In order to provide strong means of authentication and a high level of trust, 
it is recommended to use hardware-supported execution environments that 
are sufficiently tamper resistant. These could be smart cards, USB tokens, 
NFC tokens, or Bluetooth Low Energy (BLE) tokens with tamper-resistant 
security ICs. Trusted Execution Environments (TEEs) with a hardware-
supported root of trust, as specified by Global Platform, could also be used.

Ezio Device Solutions for Strong Authentication 
and Dynamic Linking
Gemalto has many different types of hardware solutions that have already 
been rolled out globally to guarantee secure log-in and authentication, and 
secure transaction
validation. Our hardware solutions offer scalable security, allowing banks 
to adapt the level of security to manage the risks they face during log-in or 
transactions. Ezio hardware solutions such as Ezio Pico and Ezio Signer 
provide the required strong customer authentication during log-in and 
transaction validation through scalable security features that allow dynamic 
linking: Challenge/Response, secure domain separation, transaction data 
signing and dynamic signature.
These features also allow mitigation of the most advanced social engineering 
and Man-in-The-Middle attacks that target accounts during access and 
transaction validation.

These features also allow mitigation of the most advanced social engineering 
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About Mobile Software-Based Solutions
Users expect to use their smartphones to authenticate across channels and to 
get the richest services possible via their mobiles.

The only way to achieve a strong level of trust for software implementations 
is to deploy software solutions that integrate a combination of proven security 
mechanisms – such as code obfuscation, encryption, key protection mechanisms 
with appropriate key management, device binding, and root and jail breaking 
detection.

 A software implementation without additional or
 multiple layers of protection will not provide a
 sufficient level of trust and security.

Ezio Mobile Secure Messenger
Ezio Mobile Secure Messenger is an intelligent combination of two distinct 
channels: the authentication and the verification channels. This solution 
enhances the end-user experience without trading off strong security. 
Ezio Mobile Secure Messenger is a complete solution with SDK and server, 
which turns every smartphone into a universal key that unlocks access and 
services to all bank channels, whether they be digital or not.

Ezio Mobile Secure Messenger’s server component enables secure bi-directional 
Out-Of-Band communication and messaging between the backend components 
and Ezio Mobile Protector SDK. It is used by the banking channel server to 
register mobile clients for a user and to dispatch messages securely to the user.

New payee creation
Name Lisa Ezio

IBAN 30002 04227 0000

Create

A transaction
is waiting for 
your approval

Do you confirm 
the creation of
Liza Ezio 
(30002)?

Bank app

Confirm

Reject

Bank web siteBank web site

Your transaction has
been approved!

Ezio Secure Messenger 
Server sends a push 
notification

Ezio Secure Messenger 
SDK retrieves transaction 
from Server

Ezio Secure Messenger 
Server sends confirmation 
to Bank Server
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Ezio Mobile Protector
Ezio Mobile Protector is a complete security offering that 
allows banks to secure their mobile channel strategy. 
At the heart of Ezio Mobile Protector is the design of the 
solution to ensure protection of cryptographic keys, to 
establish and communicate over a dedicated and secure 
channel, to perform device and user binding, and to 
generate one-time codes and transaction signatures. 

It follows a number of guiding principles:

> Credentials are only used in combination with a 
 knowledge factor (the numeric PIN known only by 
 the end user) or with the end user’s biometric
 characteristics (through use of the mobile device’s
 fingerprint sensor)

> No storing of PIN

> Communicates only dynamic one-time password for
 verification by the backend components

> Provides capacity to dynamically link the strong
 authentication with transaction data such as amount
 and payee.

> Provides secure, multi-layer, encrypted data storage

> Provides a Secure Channel link to guarantee
 protection against Man-in-The-Middle, as well as
 confidentiality and integrity between between mobile
 and backend.

The solution offers strong customer authentication, 
guaranteeing that cryptographic keys are securely stored 
and strongly mitigating the possibility of their being 
exported from the device, duplicated, or spoofed. Thus, 
any authentication complies with the required level of 
assurance and is linked to the device on which it was 
generated.

Ezio Mobile Protector also features:

> Advanced jailbreak and root detection
 functionality

> Strong code obfuscation and encryption

>  AES encryption

> SHA-256 hash functions

>  PBKDF2/PKCS#5 support

>  ntegrated Randomized Secure PIN Pad

> Anti-debug and anti-emulation features

>  Secure storage with multi-layer encryption

>  Device binding

> Fingerprint support

> Facial recognition

Ezio Mobile Protector 
signs transaction after 
user enters PIN or scan 
fingerprint 

Transaction Signature is 
silently sent to backend 
and verified by Ezio CAS

Domestic 
transfer

Bank app

Sign transaction

To account John Ezio

Amount € 235

Authenticate 
with PIN or 
Fingerprint

Bank app

Your money 
transfer is 
validated

Bank app

Please wait…

Bank app

EZIO MOBILE 

PROTECTOR
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Ezio and PSD2 Risk Management requirements

With security, user convenience and regulatory compliance in mind, Gemalto has
developed a comprehensive solution for banks to determine the right level of security 
measures for each user and transaction, and to help banks’ fraud management
services make the appropriate decisions: Ezio Assurance Hub.
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Ezio Assurance Hub (EAH)
Ezio Assurance Hub (EAH) combines an assurance-scoring engine and an 
authentication policy manager and works in conjunction with the bank’s 
existing authentication methods. It easily integrates with the banks’ existing 
security tools for fraud detection, policy management, and authentication 
methods.

As PSD2 requires the appropriate level of security measure for a given 
transaction, banks have to determine what level of security is needed in real 
time.

EAH gives an assurance score for a transaction, based on the user, the device 
used, and how and where the user authenticated, among others.  It achieves 
this by processing multiple pieces of information during pre- and post-
authentication sessions: 

>  Device Assurance

>  Device Recognition

>  Device Reputation

>  User Recognition

>  Geo-location Analysis

>  Velocity Check

>  Authentication Check

EZIO

ASSURANCE HUB
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How Ezio eBanking solutions help banks 
be PSD2 compliant: use cases
The following use cases illustrate how Ezio eBanking solutions help banks 
be PSD2 compliant.
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1. The user connects to the
online banking portal that 
uses SSL/TLS security.

2. The user enters his 
username and password.

6. The one-time code is verified by Ezio Confirm Authentication 
Server (Ezio CAS) or the bank’s authentication server. The user is 
now securely logged in.

5. The user types the one-time code 
in the log-in page of the bank and 
clicks on the log-in button.

JOE MALTO

3. The user presses the “Log-
in” button of Ezio Pico or Ezio 
Signer.

4. The token displays a 
one-time code.

Online banking on PC - Log-in using Ezio hardware tokens 
Ezio Pico or Ezio Signerç

USE CASE 1

Two-Factor Authentication
 > User logs in with username and password    ”something he knows” and one-time-code 
generated by the token  ”something he has,” where the bank verifies both factors before
giving access.

Independence of the 
authentication elements

 > Password and one-time code are not linked.
 > The loss of either will not compromise the other
 >  A compromised one-time code will compromise neither the token itself, nor the password

Confidentiality of the 
authentication data

  > The one-time-code credentials are stored on a separate device that has tamper resistance.
  > The bank protects the password using SSL/TLS session security, where the password is never 
transmitted in clear.

Dynamic linking 
  > Since it’s a login process (not a remote payment), PSD2 does not require you to link the 
amount or payee to the transaction.

PSD2 Rules for Strong 
Authentication

Compliance

k

k
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Online banking on PC - New payee creation using 
Ezio hardware tokens: Ezio Pico and Ezio Signer

USE CASE 2

1. Once loggedinto the 
online banking portal, 
the user clicks on “add 
new payee.” 

2. The user enters the 
details of the new payee, 
such as name and account 
number, into the online 
banking portal. 

4. The user presses the ’SIGN’ button on Ezio 
Pico or Ezio Signer, enters the last six digits of 
the account number, and presses ’OK’.

6 The user keys in the one-
time code onto the online 
banking portal and clicks 
on ’Validate new payee.’

7. The one-time code is verified by Ezio Confirm 
Authentication Server (Ezio CAS) or the bank’s 
authentication server. 

8.The new payee creation 
request is validated.

5. The token includes the last six digits of the 
account number as input when generating the 
one-time code.

3. The user keys in a 4-digit PIN on Ezio Pico or 
Ezio Signer and presses ’OK’.

JOE MALTO

Two-Factor Authentication
 > The user authenticates on the device using a PIN  ”something he knows” .
 > The user generates a one-time code using Ezio device ”something he has”

Independence of the 
authentication elements

 > The loss of PIN will not compromise the one-time-password credential.
 > The one-time-code generating device can only be physically lost or stolen and will not 
compromise the PIN.

 > A generated one-time code will not compromise the credential itself.

Confidentiality of the 
authentication data

 > Bank uses SSL/TLS security to protect the confidentiality of the authentication data.
 > The token securely protects the credentials used to generate the one-time code.

Dynamic linking  > Device allows the user to sign all or part of the payee’s account number.

Uniqueness  > The one-time code generated by the device cannot be reused or replicated.

PSD2 Rules for Strong 
Authentication

Compliance

k

k
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Two-Factor
 Authentication

 > The user authenticates using his mobile phone 
« something he has » and scans a fingerprint 
« something he is» and/or keys in a PIN code 
 ”something he knows”

Independence of the 
authentication elements

 > The loss of PIN or the unauthorized capture of biometric traits will not compromise the unique 
credentials stored on registered mobile phone. 

 > If the mobile phone where unique credentials are stored is lost or stolen, the PIN or biometric 
traits are not compromised.

 > A generated time-limited code will not compromise the credential itself.

Confidentiality of the 
authentication data 

 > The in-transit and at-rest authentication data are protected by Ezio Mobile Protector. 
 > Ezio Mobile Protector protects the security credentials through a layered security approach.

Dynamic linking 
 > Since it is a login process (not a remote payment), PSD2 does not require linking the amount or 
payee to the transaction.

Uniqueness
 > The time-limited code generated by Ezio Mobile Protector cannot be reused as it is linked to a 
specific session and will expire after a given lapse of time.

PSD2 Rules for Strong 
Authentication

Compliance

NA

Mobile banking on smartphone or tablet - Log-in 
using Ezio Mobile Protector

USE CASE 3

1. The user launches 
the bank’s mobile 
application.

3. The user types a PIN 
code or swipes a finger 
on the fingerprint reader.

4. Ezio Mobile Protector generates 
a time-limited code which is a 
response to the challenge.

2. The server generates 
a “challenge.”

5. The time-limited code is 
silently sent to the bank’s 
backend and verified by Ezio 
Confirm Authentication Server 
(Ezio CAS) or the bank’s 
authentication server. 

7. The user is logged in to the 
mobile banking application.

k

k

k
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Mobile banking on smartphone or tablet - Transaction signing
using Ezio Mobile Protector

USE CASE 4

1. Once logged in, the 
user clicks on “Make a 
transfer.” 

3. The bank asks the 
user to approve the 
transaction showing the 
account and the amount.

4. The user swipes his/
her fingerprint.

2. The user selects the 
destination account and 
types in the amount and 
presses “OK.”

5. Ezio Mobile Protector 
generates a time-
limited code, which is a 
transaction signature 
computed from the 
transaction data.

7.The transfer is validated.

6. The transaction 
signature is silently sent 
to the bank’s backend 
and verified by Ezio 
Confirm Authentication 
Server (Ezio CAS) or the 
bank’s authentication 
server. 

JOE MALTO

Two-Factor
 Authentication

 > The user performs the transaction using his mobile phone  « something he has 
» and scans a fingerprint  « something he is».

Independence of the 
authentication elements

 > The loss of PIN or capture of biometric traits will not compromise the unique 
credentials stored on the registered mobile phone. 

 > If the mobile phone where unique credentials are stored is lost or stolen, 
the PIN or biometric traits are not compromised.

 > A generated one-time code will not compromise the credential itself.

Confidentiality of the 
authentication data 

 > The in-transit and at-rest authentication data are protected by Ezio Mobile Protector. 
 > Ezio Mobile Protector protects the security credentials through a layered security approach.

Dynamic linking 
 > What-You-See-Is-What-You-Sign: The transaction details are displayed to the user 
before the transaction is validated.

 > The time-limited code generated by Ezio Mobile Protector is linked to the transaction details.

Uniqueness
 > The time-limited code generated by Ezio Mobile Protector cannot be reused 
or replicated; it is unique to the session and linked to the transaction details.

PSD2 Rules for Strong 
Authentication

Compliance

k

k
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Two-Factor
 Authentication

 > The user performs the transaction using his mobile phone  « something he has » and scans a 
fingerprint-- « something he is» and/or keys in a PIN code something he knows.

Independence of the 
authentication elements

 > The loss of PIN or capture of biometric traits will not compromise the unique credentials 
stored on the registered mobile phone. 

 > If the mobile phone where unique credentials are stored is lost or stolen, the PIN or 
biometric traits are not compromised.

 > A generated one-time code will not compromise the credential itself.

Confidentiality of the 
authentication data 

 > The authentication elements (PIN or fingerprint) do not transit through the internet. 
 > The PIN is never stored.  
 > The fingerprint template is stored locally in the smartphone.

Dynamic linking 

 > What-You-See-Is-What-You-Sign: The transaction details are displayed to the user before 
the transaction is validated. 

 > The one-time code sent by Ezio Mobile Secure Messenger to the bank server for validation 
is computed from transaction data.

Uniqueness
 > The one-time codes generated by Ezio Mobile Protector cannot be reused or replicated; 
it is unique to the session and linked to the transaction details.

PSD2 Rules for Strong 
Authentication

Compliance

Online banking on PC - Transaction signing using Ezio Mobile
Secure Messenger and Ezio Mobile Protector

USE CASE 5

JOE MALTO

1. Once he has logged into the 
online banking portal, the user 
clicks on ‘Money Transfer’ and 
selects the destination account. 

5. The smartphone 
displays the name of the 
destination account and the 
amount to be transferred.  

2. The user enters 
the amount to be 
transferred. 

6. The user types a PIN 
code or swipes a finger 
on the fingerprint reader.

3. The user receives a push 
notification on his smartphone 
asking him to confirm the 
transaction.

7. Ezio Mobile Protector then 
generates a time-limited code, which 
is a transaction signature computed 
from the transaction data.  

9. The transaction is validated.8. The transaction signature is silently 
sent to the bank’s backend by Ezio Secure 
Messenger and verified by Ezio Confirm 
Authentication Server (Ezio CAS) or the 
bank’s authentication server. 

4. The user clicks on the 
notification.  

k

k
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Having a framework to 
mitigate risk (91 / 95-1)

 > Risk assessment is performed by EAH in real time of the authentication / transaction context.
 > Risk is multi-dimensional; EAH adresses this by adding layers of risk assessment, building 
a plain understanding  of the authentication and transaction context.

 > The assurance level helps to raise or reduce  the security policy of the bank in real time, 
per user and transaction.

Security measures 
adapted to level of risk (96 
/ 98-2) 

 > EAH is a flexible solution that helps banks to adapt their security measures in real time, 
per user and transaction.

 > In the case of the initiation of a payment transaction, for example, EAH can be an instrument 
to signal the need for strong authentication that dynamically links the transaction to a specific 
amount and a specific payee.   

User friendly means of 
payment (96)

 > EAH is non-intrusive. Assessment of an account access or payment session is done silently 
in the back end. 

 > Less user friction as the security policy is linked to the actual risk level. A low-risk 
transaction may then result in a frictionless transaction session.

  PSD2 requirements Compliance

Online banking via PC - Risk assessment of an eBanking
session using Ezio Assurance Hub (EAH)

USE CASE 6

1. The user’s bank uses 
Ezio Assurance Hub (EAH) 
to get a “trust level” of the 
user identity on top of the 
authentication itself.

2. The user connects to the 
online banking portal and 
authenticates with his chosen 
authentication method (i.e. 
biometrics, PIN, device or a 
combination of these).

4. The user then selects an 
operation, such as creating 
a new payee.

5. The assurance score is 
translated into a business 
decision, based on various 
elements within the EAH 
policy manager: transaction 
type, transaction threshold, 
user preferences, user 
profile. 

7. The user completes the 
operation and has now created 
a new payee.

6. If the assurance score is high and does not trigger 
an action such as Challenge or Deny, the end user 
continues with the transaction without any hitches. 
If the score is low, suggesting there is a risk, the 
bank will prompt the user for additional security 
measures (i.e. step-up authentication or trigger strong 
authentication with dynamic linking for a payment 
transaction) in accordance with the bank’s established 
authentication policies. EAH provides the appropriate 
level of security for payment service users and payment 
service providers (Article 96/98-2).

3. Ezio Assurance Hub collects data (signals) as soon 
as the user connects to the portal. These signals are 
sent to the EAH server that generates an “assurance 
score” for this particular session.  This assurance score 
is a sum of the elements assessed in real time by EAH, 
such as a combination of any of the following: type of 
authentication used (mobile, device, PIN, etc.), device ID, 
state of the device (jailbroken, rooted, or known device), 
user behavior, and geolocation, among others.
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Our device solutions, such as Ezio Pico and Ezio Signer, 
Ezio CAP readers and Ezio Mobile Suite (Ezio Mobile 
Protector and Ezio Mobile Secure Messenger), have 
been designed to meet very high security standards, 
including those of strong authentication and dynamic 
linking to secure internet and mobile payments.
 
Ezio Assurance Hub provides banks with real-time 
information in determining the appropriate security 
measures, thus providing the risk assessment and 
mitigation framework required of banks.
 
Ezio solutions therefore meet PSD2 requirements and 
its vision on:  

> Security for internet and mobile payments 
> Consumer protection 
> Innovation

Conclusion
Based on PSD2 and our understanding of EBA’s ongoing work on the specification 
of technical standards, we can say that Ezio solutions help banks comply with PSD2 
by enabling strong user authentication and dynamic linking as well as meeting the 
key requirements on risk management, for use cases such as log-in and session 
authentications, money transfers and other transactions done through online banking 
services. 

Our commitment to help banks  
comply with PSD2s
Gemalto is strongly committed to the Regulatory 
Technical Standards definition process for 
Authentication and Communication (Article 98), 
and has recently participated in the discussion 
paper issued by the European Banking Authority. 
 
We are closely monitoring this process in order 
to further anticipate and, if necessary, adapt our 
solutions to help our customers be compliant 
with the Europe-wide directive. It is Ezio's 
mission to help banks comply with PSD2, and we 
will keep investing accordingly.

2 4



Acronyms used in this paper

ASPSP
Account Servicing Payment Service Provider, the traditional type of Payment Institution with 
which a PSU (Payment Service User) holds one or more accounts and from or to which the 
PSU issues payments. Every ASPSP must register under PSD2 as a Payment Institution.

AISP
An Account Information Service Provider acts as an aggregator of data relating to a PSU’s 
accounts held across one or many different ASPSPs. AISPs must register under PSD2 as a 
Payment Institution. 

PISP
Payment Initiation Service Providers are granted permission by a payment service user 
(PSU) to initiate payments on behalf of that PSU. They do this by establishing a software 
‘bridge’ between the website of the merchant and the online banking platform of a payer’s 
bank in order to initiate payment. The PISP would typically be made available as a payment 
option on a merchant’s website.  

PSP
Payment Service Provider, a general term for providers that offer online services for 
accepting electronic payments by a variety of methods including credit/debit cards and 
real-time transfer. Traditional PSPs such as banks and financial institutions have now been 
joined by an increasingly large and diverse set of third-party service providers (TPPs).

PSU
A Payment Service User is essentially a customer—either an individual or corporate entity—
that has one or more bank accounts.
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ABOUT GEMALTO
Gemalto (Euronext NL0000400653 GTO) is the world leader in digital security, with 2014 annual 
revenues of €2.5 billion and blue-chip customers in over 180 countries.

Gemalto helps people trust one another in an increasingly connected digital world. Billions of 
people want better lifestyles, smarter living environments, and the freedom to communicate, 
shop, travel, bank, entertain and work—anytime, everywhere—in ways that are enjoyable and safe. 
In this fast moving mobile and digital environment, we enable companies and administrations to 
offer a wide range of trusted and convenient services by securing financial transactions, mobile 
services, public and private clouds, eHealthcare systems, access to eGovernment services, the 
Internet and internet-of-things and transport ticketing systems.

Gemalto’s unique technology portfolio—from advanced cryptographic software embedded in a 
variety of familiar objects, to highly robust and scalable back-office platforms for authentication, 
encryption and digital credential management—is delivered by our world-class service teams.  Our 
14,000 employees operate out of 99 offices, 34 personalization and data centers, and 24 research 
and software development centers located in 46 countries. 

For more information visit: 
www.gemalto.com/financial 
www.gemalto.com/bank-layered-security

GEMALTO.COM
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