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Executive Summary
Payment Card Industry Point-to-Point Encryption (P2PE) standards provide detailed 
guidelines for building payment processing solutions that safeguard payment data at all 
times. In establishing the security mechanisms required to comply with P2PE, hardware 
security modules (HSMs) play a critical role. This paper presents service providers with 
detailed insights for finding an HSM that offers optimal support for their P2PE compliance and 
business objectives. 

Introduction
For years now, the Payment Card Industry Security Standards Council (PCI SSC) has been the 
driving force behind the definition, articulation, and enforcement of security requirements for 
the payments industry. The PCI SSC was formed as part of an agreement of the global payment 
brands—American Express, Discover Financial Services, JCB International, MasterCard 
Worldwide, and Visa Inc.—to adopt a common standard that all involved in the payment 
ecosystem could follow.

The PCI SSC has developed several standards, including the PCI Data Security Standard 
(PCI DSS), Payment Application Data Security Standard (PA-DSS), and PIN Transaction 
Security (PTS) requirements. In addition, in September 2011, the organization unveiled PCI 
Point-to-Point Encryption (P2PE) standards. Through these standards, the PCI SSC details 
how providers of P2PE solutions can validate their solutions, and how, by leveraging these 
validated solutions, merchants can reduce the scope of their PCI DSS assessments.

The P2PE standard includes a number of requirements relating to the hardware used for 
encryption, decryption, and key management. For service providers that are looking to build 
or adapt offerings to align with P2PE standards, this paper provides insights for selecting the 
right hardware security module (HSM), outlining some of the fundamental requirements to 
look for in evaluating various alternatives.

The Business Opportunity
The P2PE standard is a true game changer for merchants—and for the service providers 
that sell into this market. To date, gaining PCI DSS compliance has been a significant cost 
and effort for retailers, and the pressure from acquiring banks continues to mount, meaning 
retailers are increasingly susceptible to fines and lost business if they fail to comply. However, 
while getting their data centers into compliance hasn’t been a trivial effort by any means, the 
prospect of getting store environments into compliance has been much more daunting for 
merchants that handle in-store payments.
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Larger merchants may have hundreds or thousands of stores, which will mean there are 
thousands of point-of-sale (POS) systems and PIN entry devices (PEDs) that will be in scope 
and must be brought into compliance. This entails running anti-virus, patching, enabling 
auditing and logging, and so on for each of these devices. Further, each store network will need 
firewalls and intrusion prevention systems, and must receive ongoing vulnerability testing. 

Ultimately, these efforts substantially increase the complexity and cost of the store 
infrastructure, and represent a huge upfront and ongoing investment in staffing and 
budgets. These realities make it fairly obvious why P2PE is such a compelling opportunity 
for merchants. Simply by deploying a P2PE-compliant PED device, and following the relevant 
instructions, merchants can effectively remove their stores from the scope of PCI DSS 
compliance, which can yield not only dramatic time and cost savings but offer the benefits 
that come with improving the security of cardholder data, including reducing the risk of fraud 
and fostering improved consumer confidence and loyalty. 

Consequently, for the vendors that serve the merchant community, delivering P2PE-compliant 
offerings to market can present a massive opportunity. To date, only a small number of vendors 
have announced P2PE-compliant solutions. Consequently, for those vendors that deliver a 
P2PE-compliant offering to market early, the prospects for substantial market share and long-
term growth can be very positive. Effective P2PE solutions can open up new markets, deliver 
strong competitive differentiation, and enable increased sales within existing accounts. 

hSM requirements

Robust Security and Auditing
Following are some of the core characteristics to look for in ensuring HSMs deliver the robust 
security required to comply with the P2PE standard.

Standards Certification
The P2P standard specifies that HSMs must be compliant with either the FIPS140-2 (level 3 or 
higher) or PCI HSM standards. By adhering to these standards, HSMs are verified to deliver the 
rigorous safeguards required to maximize transaction and payment data security.

Secure Communication and Access
All communications with the HSM, particularly administrative operations, should be highly 
secure. Look to ensure that strong multi-factor access controls are in effect to safeguard 
access to the HSM. In addition, look for capabilities that enable security teams to establish 
policies so that multiple administrators must approve highly sensitive configuration or 
operation commands.

Extensive Logging and Auditing
PCI PTS requirements specify that audit trails must be implemented for any platforms and 
devices that support the PCI-regulated production network. To address this demand, look 
for platforms that offer support for PCI PTS-compliant logging requirements and provide 
configurable logging of print and key mailer activities, console operations, host functions, and 
self tests. 

Service providers should also opt for platforms that provide comprehensive capacity and 
incident monitoring, and that offer the flexibility required to fully leverage this monitoring 
data. HSMs should enable security administrators to fetch log data through a tool and via 
API commands. In addition, look for SNMP support that enables efficient integration with the 
broader security monitoring infrastructure.
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Comprehensive Capabilities
Solution providers should endeavor to find the HSMs that deliver the broadest set of relevant 
features. This helps maximize the utility of and return on their HSM investments. Service 
providers should focus on finding an HSM platform that supports these vital requirements:

•	 Offers support for a range of electronic funds transfer (EFT) and payment system 
processing environments

•	 Delivers card issuance and transaction processing security functionality

•	 Provides support for both HSM- and host-stored keys

•	 Enables secure printing of PIN mailers, without risking the exposure of PIN verification 
keys  

•	 Offers support for the fast and efficient migration of key materials

Cost Savings and Efficiency
When it comes to delivering P2PE-compliant HSM platforms, there are a range of options, 
and some will tend to be more cost efficient than others. Look for HSMs that address key 
capabilities while minimizing expense, effort, and risk to the greatest extent possible. To 
achieve these goals, following are a few core requirements:

•	 Flexible integration and administration. Look for platforms that are compatible with the 
existing environment, have been integrated with many payment products, offer a range of 
performance levels, support remote management, and enable in-field upgrades.

•	 Intuitive operation. HSMs should feature an administrative interface that is intuitive and 
easy to use.

•	 Mitigate the cost and risk of downtime. Given the vital nature of HSMs, and the assets 
and processes they manage, it is vital to find HSMs that offer high-availability features 
that maximize system uptime, and that offer the scalability needed to support demanding 
payment application requirements.

•	 Broad algorithm support. To cost-effectively support the most use cases and deployment 
scenarios, look for platforms that offer support for a range of encryption algorithms, 
including RSA, AES, and 3DES.

Case Study: European payment Service provider
Executive leadership at a top European payment service provider understood early on that the 
P2PE standard would represent a significant opportunity, and made it a priority to architect a 
solution that would enable its merchant customers to capitalize on the security and cost-

saving benefits that the standard promised. 

The organization ultimately developed a P2PE offering that was delivered as part of the 
organization’s secure payment solution. The solution features a secure PIN Entry Device (PED) 
that is deployed at the store. When deployed, the PED immediately encrypts the cardholder 
information submitted. That encrypted data is ultimately sent to the merchant’s PCI DSS-
compliant data center or, if they are using a managed payment service, the compliant 
data center of the service provider. From there, the transaction is authorized and routed 

immediately to the acquiring bank for settlement. 
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In architecting the solution, the service provider needed to implement HSMs within their 
managed payment service infrastructure, so they could address P2PE requirements 
surrounding the environment in which encryption and decryption of cardholder data would 
occur. In evaluating HSMs, the company’s decision makers looked for a commercial platform 
that met the following criteria: 

•	 Compliant with FIPS 140-2 Level 3 standards 

•	 Capabilities for generating PINs and cryptographic keys

•	 Scalability to support high-volume transaction environments

•	 High availability, load balancing, and secure key backup

By leveraging a commercial HSM that delivered these capabilities, the organization was able 
to quickly and cost-effectively implement a solution that complied with P2PE standards, and 
that would deliver the requisite levels of performance and availability to customers. 

Conclusion
Finding and integrating the right HSM can be critical for service providers looking to deliver 
P2PE-compliant offerings. By leveraging HSMs that deliver robust security and auditing, 
complete capabilities, and cost efficiency, these organizations can help not only boost the 
security and compliance of their offerings but also the ultimate success these solutions 
achieve in the market. 
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