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Executive Summary
Code signing has emerged as an essential ingredient to doing business for virtually any 
organization that distributes code to customers and partners. Code signing represents a 
vital way to establish trust—and if this bond is broken, the repercussions can be costly for 
vendors and their customers. Hardware security modules (HSMs) represent a critical means 
for protecting the keys that underpin the code signing environment. This paper looks at the 
critical nature of code signing, and it details some of the key requirements for building a high 
assurance code-signing infrastructure. 

Introduction: The Prevalence of Online Code Distribution 
Online communications have become an essential fabric that supports much of our personal 
and professional lives. For technology companies, online channels continue to enable the 
transformation not only of products, services, and service delivery, but of entire business 
models. When it comes to distributing code to clients, many technology firms are solely reliant 
upon online channels. Following are just a few examples:

• Software companies increasingly distribute their products through online downloads 
rather than the delivery of packaged physical media. 

• Application stores for mobile devices continue to be the main source for customers 
looking to download new software or keep their current applications up to date.  

• Updates for hardware, whether firmware, drivers, or other components, are increasingly 
distributed online. This is true for personal systems like mobile devices, tablets, and 
laptops; enterprise platforms, such as servers and storage systems; and industrial 
equipment, such as diagnostic devices and supervisory control and data acquisition 
(SCADA) systems.  

As this reliance on online distribution channels continues to grow more widespread, trust 
takes on an increasingly critical role. While the move to online distribution offers unquestioned 
benefits in terms of convenience, speed, and cost savings, the distribution of code online 
has also been proven to be susceptible to compromise, which, as detailed below, can inflict 
significant damage both on technology companies and their clients. 
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HSMs addresses several 
critical requirements:

• Standards certification

• Secure key generation and 
storage 

• High availability and reliability 

• Performance and scalability 

• Support for elliptic curve 
cryptography (ECC) 

• Robust administrative access 
controls

• Governance and compliance
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Given the increased sophistication of malware, users and corporations have to be increasingly 
vigilant before they trust the legitimacy of code and proceed with installing. For the technology 
firms developing and distributing code, safeguarding trust, ensuring that clients can always 
count on the software being delivered, is critical not just to continued business success, but in 
many cases to continued viability. 

Code Signing: Key to Establishing Trust
For today’s technology organizations, code signing has come to represent a vital effort, one 
of the chief ways to establish trust with clients. Code signing verifies who the publisher of a 
specific set of code is and attests to the fact that it has not been modified since it was signed. 
Certificates delivered along with software that has been signed are a key way for users to 
determine whether software originates from a legitimate source before installing. 

Today, many software marketplaces, including mobile app stores,  require code to be 
compliant with specific digital signing requirements. If code doesn’t meet these requirements, 
users have to accept a prompt, such as “unknown publisher” alert or other message, before 
installing. For legitimate software developers, having customers receive these messages can 
create significant issues.

Code Signing Architectures 
Code signing architectures are comprised of several key facets. Public key infrastructure (PKI) 
technology is used to create a digital signature. The digital signature is based on a private key 
and contents of a program file. In distributing its code, the developer packages the signature 
with the file or in an associated catalog file. Upon receipt of the signed code, users or devices 
will combine the file, certificate, and associated public key to verify the identity of the file 
signer and the integrity of the file. 

Criticality of Security of Code Signing Assets
Given the way code signing underpins so much of today’s technology business, it is 
increasingly incumbent upon code publishers to maximize the security of all the assets 
associated with code signing. This is especially critical in the case of certificates. Code signing 
certificates and private keys represent a highly prized target for cyber criminals. By gaining 
access to certificates, or the means to create them, criminals and nation-states can get their 
malware to slip past the protective barriers that would otherwise block unsigned software. 

If a private key is compromised, the very legitimacy of a certificate owner is compromised, 
which can result in significant damage to a business’ reputation and revenues. If certificates 
are compromised, it creates significant concerns among customers and other stakeholders 
about the company and its code; customers may very legitimately question whether the 
software itself has been compromised. Even if the software proves to be untainted, the shaken 
trust can still hurt a business. Further, on a practical level dealing with the aftermath of a 
compromised certificate can be a costly, lengthy, and very public ordeal. Doing damage control 
after a breach means having to announce the revocation of certificate and verify the date 
of compromise. The compromised organization may have to replace the code signed with a 
revoked certificate, which can have further costly ramifications. Finally, this damage control 
can be a long, ongoing process: even after revoking certificates, it takes time for systems to 
recognize the change and make the necessary updates, and criminals can exploit this gap, 
leaving the software publisher and their clients susceptible to further damage. 
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Code Signing Compromises: Examples
In recent years, there have been several examples of compromised certificates and private 
keys that have made headlines. Following are some of the highest profile examples:

Stuxnet
Target Profile: Utilities, Large Industry, and Manufacturers.

Technology Targeted: Programming Logic Controllers (PLC) Systems.

Vulnerability Exploited: Code Signing Private Key stored in software.

Attack Method: Malicious code signed with stolen code signing key, and injected into Windows 
stack. The Stuxnet worm then migrated to the PLC target.

Result: Once the worm had access to the PLC, the creators of the virus could spy on the 
industrial systems, and manipulate the centrifuges in a way that caused physical damage to 
the facility. The scope of this attack was unprecedented, and underscores the vulnerability of 
PLC and SCADA systems in some of the most important industries we depend on for energy 
and manufacturing. 

Opera Software
Target Profile:  Software and application developers.

Technology Targeted: Internal Network Infrastructure.

Vulnerability Exploited: Code Signing Private Key stored in software.

Attack Method: A stolen code signing certificate was used to distribute malicious software 
that appeared to be the installer for the Opera browser.

Result: Thousands of Opera customers were exposed to harmful malware, even though the 
code had been signed and appeared to be genuine, and trust in Opera was compromised.

Bit9
Attack Target: Security application providers.

Technology Targeted: Application whitelists.

Vulnerability Exploited: Code Signing Private Key stored in software.

Attack Method: Application whitelisting is the process of establishing a list of programs that 
are permitted to run, and treating all others as unknown and dangerous. Using stolen code 
signing certificates and private keys, malware programs were made appear if they were on the 
whitelist, when they were not. 

Result: Three customers who trusted Bit9 to prevent malware from entering their 
infrastructure had their systems compromised by malware that was disguised as an approved 
application on the customers’ whitelist.

Establishing a High Assurance Code Signing Environment: Criticality of 
HSMs
In code signing environments, a critical vulnerability exists: private keys. Anyone who can 
access a legitimate certificate owner’s private key can create software that will appear to be 
signed by that organization. As the examples above clearly illustrate, this kind of compromise 
can result in significant damage of the certificate owner’s reputation and business.
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In order to effectively secure private keys used in code signing, it is vital for organizations to 
leverage hardware security modules (HSMs). Keys stored on servers or other systems are too 
susceptible to unauthorized access and compromise. Storing keys in robust, tamper-evident 
HSMs can eliminate these vulnerabilities. 

However, in order to maximize the security of private keys and other cryptographic assets, 
there are several critical requirements that HSMs must address:

• Standards certification. Code developers should leverage HSMs that have security 
mechanisms certified to be compliant with such standards as FIPS 140-2 Level 3 and 
Common Criteria. 

• Secure key generation and storage. HSMs should offer true secure key generation. The 
only place keys should ever be generated and stored within the confines of the HSM. 

• High availability and reliability. Given the critical, central role they play in the code signing 
environment, organizations should leverage HSMs that offer a range of capabilities for 
maximizing availability and reliability. This includes support for redundancy and failover, 
so even after a platform outage, cryptographic processing can continue uninterrupted. In 
addition, HSMs should offer remote backup features for disaster recovery. 

• Performance and scalability. It is vital that HSMs can accommodate an organization’s 
performance and throughput requirements. For many software developers, this will 
include offering the scalability to support tens of thousands of keys.

• Support for elliptic curve cryptography (ECC). As development organizations look to 
support smaller and more mobile devices, such as tablets and smart phones, the use of 
ECC, which offers significant improvements in speed and agility, will grow increasingly 
prevalent. Therefore, security architects should look for HSMs that offer support for the 
ECC standard. 

• Robust administrative access controls. Establishing granular, robust control over 
administrative access and tasks is a critical requirement in ensuring the security of the 
cryptographic environment. All administrative access should be controlled by multi-factor 
authentication. Further, HSMs should offer capabilities for separating administrative 
duties with multi-level access control and multi-part splits for all access control keys, 
which is essential in mitigating the risk of a rogue administrator. 
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Secure Code Signing: Sample Scenarios

Software Publisher
Challenge: In recent years, a software publisher grew solely reliant on online channels for 
distributing the free trial downloads that ultimately accounted for the bulk of the company’s 
sales. As platform vendors’ code signing standards emerged, the company had failed to 
comply. Consequently, customers were starting to receive code signing-associated warnings 
before attempting to install software. As a result, trial downloads and sales started to decline 
significantly.

Solution: The publisher adopted code signing standards that enabled them to comply 
with code signing requirements of all relevant platform and operating system vendors. The 
company used private and public key systems to sign code. The organization leveraged 
SafeNet HSMs to safeguard its private keys. 

Benefit: By complying with code signing standards, the software publisher doesn’t have to 
contend with prospective customers receiving alerts before they download. As a result, the 
company’s downloads and sales have increased substantially.

Hardware Manufacturer
Challenge: To effectively safeguard its customers’ computers, a motherboard manufacturer 
needed to digitally sign BIOS code and updates, which were done using the unified extensible 
firmware interface (UEFI). To strengthen the security of the BIOS update environment, the 
organization sought to better safeguard its root-signing key and provide signing tools that 
would enable their customers to sign firmware. 

Solution: The company employed SafeNet HSMs for securing the private keys associated with 
their code signing environments, both internally and at their larger customers. 

Benefit: By effectively safeguarding keys, the manufacturer significantly reduced the risks of 
compromise of the code-signing environment. As a result, the company and its partners can 
better guard against the cost and brand damage associated with code signing breaches.

Conclusion
If private keys for code signing aren’t effectively secured, they can represent the Achilles 
heel of the entire code signing framework. By securing private keys in robust HSMs, software 
publishers can begin to establish high assurance code signing environments that help 
establish and safeguard the trust of their customers, which is a critical ingredient to business 
success today. 

About SafeNet
Founded in 1983, SafeNet, Inc. is one of the largest information security companies in the 
world, and is trusted to protect the most sensitive data for market-leading organizations 
around the globe.  SafeNet’s data-centric approach focuses on the protection of high value 
information throughout its lifecycle, from the data center to the cloud.  More than 25,000 
customers across commercial enterprises and government agencies trust SafeNet to protect 
and control access to sensitive data, manage risk, ensure compliance, and secure virtual and 
cloud environments.


